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3. CH The drawings filed on are accepted by the Examiner. 

4. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) □ All b) □ Some* c) □ None of the: 

1. D Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 
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DETAILED ACTION 
Allowable Subject Matter 

1 . Claims 1 - 31 are allowed. 

2. The following is an Examiner's statement of reason for allowance: 

The above mentioned claims are allowable over prior arts because the CPA (Cited Prior 
Art) of record fails to teach or render obvious the claimed limitations in combination with 
the specific added limitations, as recited in independent claims 1, 11, 18, 25, and 
subsequent dependent claims. 

The CPA does not teach or suggest a system and method of providing adaptive 
security to a data stream by determining the availability of a number of security 
processor operations at the receive host, communicating this actual security level from 
the receive host to the send host, generating a plurality of data packets, having an 
authentication header including the desired security level range and the actual security 
level, associated with the data stream in the send host and reallocating computing 
resources if it is determined that insufficient computing resources are available at the 
receive host. This new system provides an adaptive security system with a dynamic 
nature to adapt to bandwidth fluctuations and in situations where computing power is 
not sufficient. 

The present invention addresses the following drawbacks of prior art security 
mechanisms: 1 ) overtaxing of system resources at hosts lacking the computing power 
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to process the stream and accompanying security, resulting in loss of data and some 
measure of security, 2) the lack of quick adaptability to bandwidth fluctuations without 
the loss of security level or data, and 3) lack of adaptability at the host when computing 
power is not sufficient to handle the data stream and the security level. 

Thus this invention provides a method for communicating and applying adaptive 
security to a data stream comprising a plurality of data packets. This method comprises 
identifying a desired security level range and a desired actual security level which falls 
within the desired security level for the data stream to be received by a host, 
determining the availability of a number of security processor operations at the host, 
reallocating computing resources at the host if the data stream cannot be verified at the 
desired security level, reallocating communication resources if there are insufficient 
computing resources available for reallocation at the host, and verifying the data 
packets at the actual security level, the actual security being within the desired security 
level range. This method allows for the dynamic lowering or raising of the actual 
security level based on the number of available security processor operations per 
second (SOPS) available in the receive host, and allows for reverting back to the 
desired security level parameters once/if the SOPS become available. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 
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3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 703- 
305-8892. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 



3900. 
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